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TSL Scheme Information

TSL Id

TSLTag http://uri.etsi.org/19612/TSLTag

TSL Version Identifier 5

TSL Sequence Number 41

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUgeneric

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

PostalAddress

Street Address [ en ] Äulestrasse 51

Locality [ en ] Vaduz

Postal Code [ en ] 9490

Country Name [ en ] LI

PostalAddress

Street Address [ de ] Äulestrasse 51

Locality [ de ] Vaduz

Postal Code [ de ] 9490

Country Name [ de ] LI

ElectronicAddress

URI [ en ] mailto:info.ak@llv.li

URI [ en ] http://www.llv.li/#/1833/english-information

URI [ de ] http://www.llv.li/#/11109/amt-fur-kommunikation

Scheme Name
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Name [ en ] LI:Trusted list including information related to the qualified trust service providers which are

supervised by the issuing Member State, together with information related to the qualified trust
services provided by them, in accordance with the relevant provisions laid down in Regulation
(EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC.

Name [ de ] LI:Vertrauensliste mit Angaben zu den qualifizierten Vertrauensdiensteanbietern, die vom
ausstellenden Mitgliedstaat beaufsichtigt werden, sowie Angaben zu den von ihnen
angebotenen qualifizierten Vertrauensdiensten gemäß der Verordnung (EU) Nr. 910/2014 des
Europäischen Parlaments und des Rates vom 23. Juli 2014 über die elektronische
Identifizierung und Vertrauensdienste für elektronische Transaktionen im Binnenmarkt und zur
Aufhebung der Richtlinie 1999/93/EG.

Scheme Information URI

URI [ en ] http://www.llv.li/#/12063/trusted-list-of-supervisedaccredited-certification-service-providers

URI [ de ] http://www.llv.li/#/12296/vertrauenswurdige-liste-der-beaufsichtigten-bzw-akkreditierten-
zertifizierungsdiensteanbieter

Status Determination Approach http://uri.etsi.org/TrstSvc/TrustedList/StatusDetn/EUappropriate

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/LI

Scheme Territory LI

Policy Or Legal Notice

TSL Legal Notice [ en ] The applicable legal framework for the present trusted list is Regulation (EU) No 910/2014 of
the European Parliament and of the Council of 23 July 2014 on electronic identification and
trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC.

TSL Legal Notice [ de ] Der für diese Vertrauenslisten geltende Rechtsrahmen ist die Verordnung (EU) Nr. 910/2014
des Europäischen Parlaments und des Rates vom 23. Juli 2014 über elektronische
Identifizierung und Vertrauensdienste für elektronische Transaktionen im Binnenmarkt und zur
Aufhebung der Richtlinie 1999/93/EG.

Historical Information Period 65535

Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location https://ec.europa.eu/tools/lotl/eu-lotl.xml

EU TSL digital identities

TSL Scheme Operator certificate fields details
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Version: 3

Serial Number: 231199879490522356566716403815664415819903446597

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: IOANNA KALOGEROPOULOU

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: IOANNA

Subject  SURNAME: KALOGEROPOULOU

Subject  E: ioanna.kalogeropoulou@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: GR

Valid from: Wed Feb 22 16:36:29 CET 2023

Valid to: Sat Feb 21 16:36:29 CET 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9C:80:E3:DC:C4:AB:81:18:CF:8F:81:3B:84:FE:DF:DA:73:F8:EC:AF:4F:DC:A2:16:6B:D1:C1:77:BE:EE:0F:46:CE:
BC:EF:D4:E1:DE:46:04:9C:7A:8A:57:58:9D:7D:29:22:18:F5:BA:AF:9F:31:A7:CC:D4:19:6F:18:08:0F:16:AE:CD:89:66:23:77:3D:6D:E4:97:1D:C7:78:96:AD:AA:3A:12:59:33:34:FF:DA:FB:7B:3F:C0:F7:C7:9A:F3:A2:B6:6
8:27:04:10:15:3A:EA:E0:CF:BB:53:ED:65:F5:A5:4A:C0:4C:BE:55:C5:BA:D8:F0:44:F1:0F:64:20:7E:B0:5A:22:9C:2A:49:87:A1:A3:E5:36:16:65:55:F5:45:0B:C3:4A:C0:41:56:C5:A9:41:2A:83:D3:5B:F3:C1:8C:5C:DB:76:B
1:73:EF:78:EE:C6:B5:76:1B:8B:45:82:21:27:5E:8F:52:55:02:BE:BD:46:EC:83:0E:B9:7B:7C:2A:F8:43:AC:B3:5D:6A:4E:58:5E:D5:AF:6C:F6:4B:78:61:AA:73:CF:97:6D:6A:55:F8:5A:1C:6A:BA:98:1B:BA:C1:1A:8E:2B:47:
2D:FB:3A:78:65:01:04:0B:6E:3A:35:82:0E:24:0A:02:FE:D7:23:F3:37:B0:A3:8C:C1:95:12:70:25:02:03:01:00:01
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Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name ioanna.kalogeropoulou@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 64:7C:64:0C:55:59:71:04:99:95:A3:42:F7:66:3B:36:9D:3A:5A:46

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 87:90:5C:2C:90:51:CE:2D:45:DD:BE:38:22:83:8F:A7:05:BF:3A:3A:60:73:64:93:3B:8D:1F:7A:70:
15:53:DE

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 60213747836971875367469109022676830970210644486

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----
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Signature algorithm: SHA256withRSA

Issuer  CN: QuoVadis Belgium Issuing CA G2

Issuer  O: QuoVadis Trustlink BVBA

Issuer 2.5.4.97: NTRBE-0537698318

Issuer  C: BE

Subject  CN: European Commission

Subject  O: COMMISSION DE L'UNION EUROPEENNE - COMMISSIE VAN DE EUROPESE UNIE

Subject 2.5.4.97: NTRBE-0949383342

Subject  OU: DG for Communications Networks, Content and Technology

Subject  C: BE

Valid from: Thu Jan 21 09:48:23 CET 2021

Valid to: Sun Jan 21 09:58:00 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:ED:0F:56:E7:3F:3D:2F:C8:8D:20:C4:7F:98:7B:F5:04:CA:CB:31:D5:35:B2:5E:64:F6:4A:35:FC:4F:4A:11:DF:AC:AE
:F8:5B:C4:23:56:01:EE:AE:C2:18:0D:89:35:4C:4A:74:E3:E0:16:2E:0C:67:18:FD:BC:EA:0C:C2:A4:75:F9:C6:CF:0C:DC:D7:B1:DC:C8:34:B6:42:0F:2D:E6:AC:FB:77:85:FA:A6:8A:38:66:AA:6C:30:5D:24:27:3B:6F:AE:0D
:C7:BE:05:81:97:2F:BE:28:5A:7A:89:4D:CF:86:4F:A4:A3:61:03:32:79:7B:F2:7D:FD:49:53:8A:42:F9:02:F9:DE:D7:29:70:D7:FB:74:EE:44:27:31:C0:7C:B0:E9:F0:72:0B:79:BB:5A:7E:F5:80:40:0F:7E:3E:C7:F7:05:3F:F4:94
:74:19:D6:7A:A7:C8:C7:E3:06:7B:42:04:6E:BF:0A:3D:A6:B4:CE:38:BE:57:42:2A:D4:43:74:69:E8:EC:C4:F9:97:14:EF:C2:82:1C:10:0E:4B:BA:96:DD:BB:DB:2E:74:7B:09:4F:88:8E:B9:BF:10:B2:12:37:6E:31:EA:3F:B9:F
B:AB:E3:AC:37:94:57:E5:7F:DB:98:81:B4:DF:78:FB:62:7F:83:7F:00:8A:C0:4E:1E:2A:C6:47:02:03:01:00:01

Authority Key Identifier 87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

Authority Info Access http://trust.quovadisglobal.com/qvbecag2.crt

http://uw.ocsp.quovadisglobal.com

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.1.400

CPS pointer: http://www.quovadisglobal.com/repository

Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth  - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

CRL Distribution Points http://crl.quovadisglobal.com/qvbecag2.crl

Subject Key Identifier 4A:22:89:3F:0C:59:BE:58:B9:D5:4E:F9:11:F8:5D:11:1A:C3:7F:DF

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256
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Thumbprint: 91:27:BC:BD:E1:58:6E:02:DB:9D:71:49:88:13:9E:A2:80:5F:21:DC:08:83:48:A7:E4:FE:62:69:89:5
1:38:BD

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 21267647932559404339035760224263512027

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  SERIAL NUMBER: 201803

Issuer  CN: Citizen CA

Issuer  O: Certipost N.V./S.A.

Issuer  L: Brussels

Issuer  C: BE

Subject  SERIAL NUMBER: 72020329970

Subject  GIVEN NAME: Patrick Jean

Subject  SURNAME: Kremer

Subject  CN: Patrick Kremer (Signature)

Subject  C: BE

Valid from: Sat Jun 02 00:04:19 CEST 2018

Valid to: Wed May 31 01:59:59 CEST 2028

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AF:B8:3B:56:B8:83:63:86:AC:DD:1E:0B:3C:E8:3B:B8:F1:F9:8A:71:F3:69:53:0E:C0:56:FF:F1:83:96:FB:D2:15:30:7
C:FF:57:97:49:03:37:93:2A:F8:4B:1B:94:B8:3E:4E:8A:77:61:3E:87:5F:05:95:1A:27:A7:BD:06:BF:6F:A2:8E:D9:0F:93:B6:50:91:F7:B3:D3:27:2E:01:B2:D7:88:DC:76:4B:B7:DC:E4:61:BD:2C:62:5A:7C:32:60:06:04:D0:B9:
09:B5:68:35:4B:0D:0E:B9:DE:6A:91:E6:D0:0E:FA:01:1F:EA:FB:38:CD:11:12:2F:73:24:61:70:14:AB:E4:BF:5A:87:04:68:6A:48:85:E3:55:00:5D:E2:3D:29:2F:11:ED:CB:BD:48:C5:FF:15:C7:58:5E:1A:32:FA:86:2B:A9:17:1
A:C7:9A:4D:C9:FD:86:04:DB:71:EB:96:D8:F0:22:12:BF:9E:0D:33:5C:CE:4C:06:04:31:57:C3:39:A7:18:53:CC:45:EC:F7:38:D9:3F:8C:82:A1:85:AF:13:CA:50:D2:7C:8F:CC:5F:73:83:B7:47:54:DE:3B:C9:10:A3:C8:7D:42:6
2:C4:13:DE:87:13:09:33:05:B1:4E:31:5B:36:EF:C2:2B:BB:49:F2:A4:F6:8B:54:B8:55:02:03:01:00:01
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Authority Key Identifier D9:34:21:3E:3A:42:25:6D:E1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

Authority Info Access http://certs.eid.belgium.be/citizen201803.crt

http://ocsp.eid.belgium.be/2

Certificate Policies Policy OID: 2.16.56.12.1.1.2.1

CPS pointer: http://repository.eid.belgium.be

CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS - Usage soumis à des
limitations de responsabilité, voir CPS - Verwendung unterliegt Haftungsbeschränkungen, gemäss
CPS]

Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http://crl.eid.belgium.be/eidc201803.crl

Extended Key Usage id_kp_emailProtection

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:78:C0:B2:9D:E
5:4F:84:74

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 620818890745556847869731431413617216995310914687

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1
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Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: JEROEN ARNOLD L RATHÉ

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: JEROEN ARNOLD L

Subject  SURNAME: RATHÉ

Subject  E: jeroen.rathe@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: BE

Valid from: Fri Apr 21 17:59:43 CEST 2023

Valid to: Mon Apr 20 17:59:43 CEST 2026

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E0:0B:7B:B8:F7:76:FC:69:9A:96:0B:EC:1D:7F:4F:B5:FC:82:C6:FD:EF:97:61:C1:D0:88:DC:42:2F:49:02:54:4A:3E:
B1:1B:7D:CF:9E:6C:5F:6C:07:9A:89:FF:69:7B:22:4B:8B:70:7E:A9:3D:01:0C:65:5A:92:F2:5E:E6:5A:DE:34:6B:06:22:39:E4:17:6A:B6:68:7E:DB:EA:EB:57:40:2E:3A:11:E1:BA:9C:00:28:EE:76:6C:FF:B2:21:25:3C:1B:8A:
FE:83:E3:73:61:43:30:34:20:CC:F6:7B:E3:D0:04:B1:16:25:6A:45:5F:A8:81:4E:6D:5A:66:91:27:BB:1A:CD:25:DA:1B:DB:23:B1:2D:F5:49:98:A5:B3:28:EF:30:7E:F6:8E:D6:DE:42:26:04:99:D7:DC:D0:62:9A:D8:29:C9:F6:
F7:31:4B:FF:B5:86:DF:72:30:28:87:FC:EC:D3:65:73:8F:86:DF:6F:F1:D5:57:C7:64:D5:D6:96:5A:0C:1F:F5:04:8F:2A:3C:67:B0:D9:84:4B:ED:63:C6:9F:61:A7:36:6D:5D:9B:B1:F9:BC:BD:E5:E6:9C:F9:02:7F:66:41:1E:22:B
B:5B:A3:D9:60:0B:8B:EF:41:CD:AB:B1:2F:24:27:84:20:8C:59:AC:08:A1:F6:8D:AE:BB:9D:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name jeroen.rathe@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 1B:EF:6E:01:67:39:13:6D:D4:3C:1B:A2:1A:C6:F2:28:2B:A9:60:B9
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QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D3:23:8E:D2:84:DC:47:8F:86:2C:28:5B:00:5F:72:E9:BE:61:E0:76:D0:77:AE:C5:13:DA:C9:A2:BF
:B6:93:41

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 15008860349683696530586013866695132338367293834

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: APOSTOLOS APLADAS

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: APOSTOLOS

Subject  SURNAME: APLADAS

Subject  E: apostolos.apladas@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF
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Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: GR

Valid from: Thu Sep 30 20:56:17 CEST 2021

Valid to: Fri May 10 20:56:17 CEST 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B0:04:64:38:73:22:52:BF:B8:BE:C2:8B:02:88:8F:E9:7E:2D:1D:E5:6C:D1:8E:7D:C2:A4:5D:63:00:20:F9:E6:DE:6F:4
B:9B:88:D9:86:CC:60:CC:C5:EB:A7:BE:4F:01:C0:91:16:9E:ED:90:8B:EC:B3:4E:B7:1B:A4:F8:4D:3D:32:5A:9B:53:F2:84:8C:F1:46:76:C4:4C:CD:BB:26:3A:C2:E4:0C:8A:1E:C4:36:F5:26:EE:04:90:34:72:78:77:E8:72:1E:
B4:EC:CB:A2:8D:B7:3C:27:DA:38:12:AF:49:0C:3E:1C:02:5E:73:0E:57:B0:41:3E:61:60:BE:B6:E0:43:81:11:53:56:7C:68:6D:4A:46:24:C7:2F:9A:6C:ED:2D:DA:37:48:28:EF:B9:14:EE:09:13:49:12:60:43:63:45:A1:98:AF:40
:F7:C6:D4:16:05:A2:AF:42:83:56:03:FC:87:5A:65:91:98:B7:DE:92:FB:46:FF:F5:D3:83:90:C0:4F:10:E1:C0:EA:F1:30:99:A9:9E:B1:60:D9:43:C7:A7:93:65:CC:33:54:B9:E2:C2:F7:6C:F8:48:40:26:1A:A0:91:32:FB:9B:9E:A
B:E2:A9:1F:88:58:28:CF:2F:11:74:FD:20:85:E6:FC:39:BF:C4:C9:83:45:7D:55:BF:61:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access http://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

http://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name apostolos.apladas@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: http://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points http://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 4C:AE:E4:29:C7:24:AB:5C:8E:DB:DC:D6:59:56:D3:5E:CA:10:0C:DB

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 26:97:CD:0F:55:AE:D0:90:50:55:89:4E:E0:B6:3D:7C:31:C8:75:55:4C:C6:39:4B:5C:35:41:CA:CB:
4B:1E:F1

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3
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Serial Number: 660862747298009142807362633871991440505734410485

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: EUROPEAN COMMISSION

Subject  E: digit-dmo@ec.europa.eu

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Directorate-General for Digital Services (DIGIT)

Subject  OU: Certificate Profile - Qualified Certificate - Organization

Subject  C: LU

Valid from: Fri Nov 17 11:11:46 CET 2023

Valid to: Wed Nov 17 11:11:46 CET 2027

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:A5:98:78:10:3D:91:80:11:12:51:A7:1E:82:51:36:96:DB:CB:8E:06:F9:34:89:72:01:C8:F5:0B:72:5E:56:23:07:6D:F8:8
5:20:18:C8:9B:D6:FA:02:AF:A2:8C:27:B2:4A:E8:81:F5:0F:E8:63:A6:42:01:05:65:7D:F7:E5:8D:2C:07:07:E9:A5:57:A6:12:87:BD:1F:D0:23:FD:CA:53:D7:82:2A:74:1D:39:57:86:BC:F0:04:91:7D:1D:15:6B:5C:66:40:9A:C3:
B0:16:56:A9:91:F1:D0:41:07:05:CB:48:17:90:63:C9:33:00:71:0C:9B:85:AF:B8:00:E2:28:B6:9D:DD:17:FE:D9:03:70:AE:E0:66:1B:37:D0:6E:43:2C:AA:7E:AA:E3:31:DB:83:CF:30:E3:57:02:82:D7:B6:84:B0:B7:AF:EB:40:
B5:16:72:09:FC:55:44:75:AD:E5:25:21:A2:94:3E:49:C9:47:1E:4D:A4:5C:A2:DD:6B:C3:A8:23:2A:B3:95:87:03:FF:50:77:DE:BC:9D:C9:0A:C4:2C:B8:0C:E4:7F:B8:AF:CC:7C:D8:B8:F3:CF:47:D5:2C:B1:E7:30:AF:B3:BD:
E4:5A:F8:C1:B3:D8:23:25:F6:00:E4:E5:89:E0:02:EC:63:15:5C:73:75:FF:EE:0B:1F:BE:27:76:FA:09:60:44:9C:5F:09:8D:F5:29:22:6F:7F:86:E9:3A:AE:38:24:31:BC:D5:F3:1C:F6:5B:F7:96:ED:0A:84:A7:56:9A:C2:9F:5E:0E:
DC:25:D4:4D:93:04:2A:48:4F:B8:A5:BC:74:8E:A9:47:62:52:19:BB:53:FB:10:64:71:CD:70:61:59:54:9F:31:37:77:E6:0A:E5:24:9E:BD:44:F6:08:EC:09:33:E0:1C:8D:2A:14:69:14:C1:20:DB:03:FD:EC:C3:0E:FB:FB:BE:D6:
C5:D5:77:1C:68:98:E8:08:D9:2E:AF:36:B2:4E:C3:2C:CC:60:EF:00:5D:7B:D4:B6:3A:F6:53:58:EB:22:B4:BB:3A:D2:FB:77:3F:84:41:DC:B5:76:B9:28:80:B7:3E:95:AB:04:64:39:9B:0E:F7:29:EA:D1:BE:70:21:CC:36:5E:99:
5A:AE:3E:4D:43:E7:D6:89:35:F1:E8:1D:79:B2:D5:B4:B9:DA:B1:D6:60:EC:07:1F:ED:AA:6C:E0:DD:87:C1:A4:1F:01:D7:07:34:A9:16:2B:75:2A:0D:9B:AE:96:AF:87:3B:4D:68:69:63:E8:6B:0B:14:06:EB:F2:89:02:50:99:6
5:38:E2:D0:F1:37:F2:F5:59:E7:E5:1A:B4:FB:B5:53:75:DF:1D:03:18:3D:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14
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Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name digit-dmo@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.6

Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 94:EE:61:C1:C9:7D:FF:AD:E2:B2:C9:B9:F6:BF:93:20:77:89:49:9C

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: E0:A6:20:FB:B6:74:73:62:BB:93:3A:C4:41:69:D6:76:A5:53:44:47:16:CF:5F:31:60:5F:12:A2:2B:8
3:96:B1

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 362671125803220245397713982254227056881701192273

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: QuoVadis Belgium Issuing CA G2
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Issuer  O: QuoVadis Trustlink BVBA

Issuer 2.5.4.97: NTRBE-0537698318

Issuer  C: BE

Subject  CN: European Commission

Subject  O: COMMISSION DE L'UNION EUROPEENNE - COMMISSIE VAN DE EUROPESE UNIE

Subject 2.5.4.97: NTRBE-0949383342

Subject  OU: Directorate-General for Informatics

Subject  C: BE

Valid from: Thu Jan 21 09:48:38 CET 2021

Valid to: Sun Jan 21 09:58:00 CET 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C0:AA:E3:44:90:59:AA:91:91:B7:39:9E:C7:4F:8C:B2:B2:C6:08:58:CC:12:C9:0A:67:8D:DF:F9:DD:0F:99:8C:CE:1C
:BD:B6:C3:FC:58:EA:6C:7E:2F:02:9C:C0:F9:B5:AB:04:12:64:B9:16:3E:F7:0D:0F:AC:2F:D3:C8:C9:F9:8B:CC:12:55:86:E0:B2:CF:02:A9:0E:21:40:84:06:BE:79:CF:CB:4F:25:51:6B:AF:A8:0A:1F:75:F1:95:1C:3C:35:57:A4
:2B:46:03:7B:7A:59:2D:29:0A:0A:C8:24:D9:19:7A:AB:B6:C8:85:94:67:18:B2:54:E0:02:62:69:31:99:68:56:9C:67:BB:2D:16:8B:BF:CD:0F:08:8D:10:11:12:F6:07:35:7E:98:A6:F6:B5:0C:A5:52:98:4F:3C:8F:21:77:D2:C6:F4:
4C:02:BD:24:97:BF:4B:5B:E2:B2:B5:0B:E9:48:73:1B:98:B2:E8:BB:74:DC:9F:C3:D5:07:0C:19:EE:23:9E:39:D9:CD:CE:D7:C3:79:F8:64:88:F6:E8:84:98:E2:3C:B3:EF:9F:6E:E6:E7:EB:54:6C:91:E3:E1:93:72:12:51:13:C6:2
0:07:83:29:5F:69:09:97:B3:04:6C:AC:AB:92:25:36:40:B5:0B:80:2D:61:2D:9E:28:57:02:03:01:00:01

Authority Key Identifier 87:C9:BC:31:97:12:7A:73:BB:7E:C0:3D:45:51:B4:01:25:95:51:AB

Authority Info Access http://trust.quovadisglobal.com/qvbecag2.crt

http://uw.ocsp.quovadisglobal.com

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.1.400

CPS pointer: http://www.quovadisglobal.com/repository

Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth  - Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

CRL Distribution Points http://crl.quovadisglobal.com/qvbecag2.crl

Subject Key Identifier 2C:A6:7A:C1:D9:5A:BB:48:CF:7D:7A:0B:59:C6:CD:A3:66:FD:50:3A

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: F7:E8:E4:E5:54:FB:7C:7A:8F:6F:36:0E:0C:A2:F5:9D:46:6C:8F:95:39:A2:59:63:F5:ED:37:E9:05:F
0:C7:97

EU TSL digital identities
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TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 165751212142046865099794733233293184155782588036

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA512withRSA

Issuer  CN: DIGITALSIGN QUALIFIED CA G1

Issuer  O: DigitalSign Certificadora Digital

Issuer  C: PT

Subject  CN: CONSTANTIN ADRIAN CROITORU

Subject  OU: RemoteQSCDManagement

Subject  GIVEN NAME: CONSTANTIN ADRIAN

Subject  SURNAME: CROITORU

Subject  E: adrian.croitoru@ec.europa.eu

Subject  OU: Entitlement - EC STATUTORY STAFF

Subject  O: EUROPEAN COMMISSION

Subject 2.5.4.97: LEIXG-254900ZNYA1FLUQ9U393

Subject  OU: Certificate Profile - Qualified Certificate - Member

Subject  C: RO

Valid from: Mon Oct 02 15:29:50 CEST 2023

Valid to: Thu Oct 01 15:29:50 CEST 2026
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Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C1:0F:7D:D0:0A:28:57:CA:A4:2C:E8:30:58:41:BC:4B:F9:38:8D:2D:F7:04:35:51:AE:49:CD:5A:44:34:E3:8A:2A:34:
BD:0A:6F:C8:C3:3C:93:2E:C5:AE:2C:90:EA:69:4B:E6:23:AA:13:39:9E:13:62:8E:D6:68:5C:B2:8B:66:15:AB:84:D2:55:7A:3D:1B:CB:7C:47:29:07:32:ED:77:BF:0A:C2:CA:83:09:FC:6B:9C:67:DC:A9:82:44:67:10:45:94:76
:F5:06:37:6E:91:3A:60:AC:AF:20:48:7E:F0:A9:0B:F3:DE:F6:D1:7A:3A:1E:9D:06:2D:82:99:7F:07:94:4E:37:CC:D6:0E:91:5B:A2:93:16:B9:CA:60:75:DD:6D:72:62:C3:4A:57:DD:B4:33:2F:D9:09:FA:45:A0:4C:96:DF:81:F7
:FB:A6:4D:47:B2:30:87:A8:7A:4F:84:24:20:C9:23:71:14:D3:69:E3:13:60:3F:E4:69:05:7E:94:59:ED:5E:57:CF:DA:87:FA:5D:DA:9A:89:FD:FD:9C:97:AE:B6:10:A9:80:BF:1C:89:60:04:DE:66:F4:BE:E2:48:45:70:1C:AC:74:
61:8F:6A:83:4F:79:17:26:FA:68:F1:2F:AA:9A:4B:CC:21:17:5A:6F:37:98:6D:5C:E8:FB:79:02:03:01:00:01

Basic Constraints IsCA: false

Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-g1.digitalsign.pt/ocsp

Subject Alternative Name adrian.croitoru@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt

Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4

Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 22:79:45:E8:29:79:1C:AB:D4:13:7E:48:7E:6F:32:ED:C7:D0:BE:F0

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 9C:01:27:83:96:92:47:AD:30:2F:05:84:79:7E:17:43:ED:23:05:EF:76:BD:B7:A8:31:1C:5F:EF:63:87
:A0:ED

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUlistofthelists

Scheme Territory EU

Mime Type application/vnd.etsi.tsl+xml

Scheme Operator Name

Name [ en ] European Commission

Name [ de ] Europäische Kommission

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUlistofthelists

List Issue Date Time 2023-12-01T07:32:12Z
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Next Update

date Time 2024-06-01T06:32:12Z

Distribution Points

URI https://www.llv.li/files/ak/xml-llv-ak-tsl.xml

ETSI 2016 - TSL HR - PDF/A-1b generator
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 1 - TSP: Liechtensteinische Post AG

TSP Name

Name [ en ] Liechtensteinische Post AG

Name [ de ] Liechtensteinische Post AG

TSP Trade Name

Name [ en ] NTRLI-FL-0002.000.966-5

PostalAddress

Street Address [ en ] Städtle 18

Locality [ en ] Vaduz

Postal Code [ en ] 9490

Country Name [ en ] LI

PostalAddress

Street Address [ de ] Städtle 18

Locality [ de ] Vaduz

Postal Code [ de ] 9490

Country Name [ de ] LI

ElectronicAddress

URI [ en ] mailto:info@post.li

URI [ en ] http://www.post.li/

TSP Information URI

URI [ en ] http://www.llv.li/#/112176

URI [ de ] http://www.llv.li/#/1823

1.1 - Service  (deprecatedatnationallevel): Liechtenstein Post Advanced CA

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
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Service type description [en] A certificate generation service creating and signing non-qualified public key certificates based on the identity and other
attributes verified by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung nicht qualifizierte Zertifikate für öffentliche Schlüssel auf
der Grundlage der Identität und andere Attribute von den zuständigen Registrierungsdienste überprüft.

Service Name

Name [ en ] Liechtenstein Post Advanced CA

Name [ de ] Liechtenstein Post Advanced CA

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1109381789

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: QuoVadis Root Certification Authority

Issuer  OU: Root Certification Authority

Issuer  O: QuoVadis Limited

Issuer  C: BM

Subject  CN: Liechtenstein Post Advanced CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

Valid from: Mon Mar 03 18:29:37 CET 2008

Valid to: Sat Mar 03 18:28:52 CET 2018
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 Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B4:A2:F0:96:11:EB:11:13:53:A1:C0:39:A0:93:0F:25:33:69:74:77:32:99:5F:C6:BA:D3:36:B1:DF:56:3F:44:6A:5E:60:
20:48:28:2C:3A:95:21:9A:FD:39:30:D8:9A:B9:76:A0:E6:6B:85:04:4C:45:53:03:6B:A0:57:8E:52:A3:E3:DD:8E:1A:D9:0C:F2:7A:D8:77:D9:B8:17:5B:37:D0:D2:A1:E1:E4:34:E5:8F:90:E4:36:6F:6F:78:6B:6F:04:79:CE:C5:F
6:E8:63:E9:8B:B6:57:2E:41:8A:11:DE:63:C3:D1:B6:5A:B4:D8:C9:63:41:05:C6:87:7F:9A:F6:F6:9E:D0:11:0B:50:AC:3A:F1:0C:3D:D9:91:5B:1E:E0:CE:27:6F:42:0A:0A:76:C1:CF:A7:5B:9F:F6:C2:65:D5:FD:F4:54:66:0F:5
0:60:2B:8B:70:E3:08:4E:96:56:5E:3A:9A:D1:29:98:B4:84:A9:CD:16:10:19:30:50:D6:77:DC:DC:FB:6C:BA:81:7A:13:1F:59:BD:9A:70:3F:B1:F2:E2:3F:D3:66:F8:78:99:2D:CD:19:06:68:E4:89:28:3C:2A:D9:B3:68:17:CC:68:
DB:3C:AE:5A:10:65:9D:10:EF:EC:A2:60:DD:9F:8B:DC:E4:6D:44:FD:38:EC:19:20:81:02:03:01:00:01

Basic Constraints IsCA: true

Authority Info Access http://ocsp.quovadisglobal.com

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.0.1

CPS text: [Reliance on the QuoVadis Root Certificate by any party assumes acceptance of the
QuoVadis Certificate Policy/Certification Practice Statement.]

CPS pointer: http://www.quovadisglobal.com/cps

Authority Key Identifier 8B:4B:6D:ED:D3:29:B9:06:19:EC:39:39:A9:F0:97:84:6A:CB:EF:DF

CRL Distribution Points http://crl.quovadisglobal.com/qvrca.crl

Subject Key Identifier 07:20:18:99:74:C1:E8:AB:CA:B0:B5:82:3E:AC:25:DB:15:72:F2:76

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: E9:85:DC:36:C6:52:BB:54:55:DE:3B:6E:B0:4B:57:3F:ED:12:99:B5:C8:16:F3:28:F0:C2:A2:27:00:
4C:76:52

X509SubjectName

Subject  CN: Liechtenstein Post Advanced CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2016-06-30T22:00:00Z

Scheme Service Definition URI

URI [ en ] http://www.llv.li/#/112176/electronic-signature

URI [ de ] http://www.llv.li/#/1823/elektronische-signatur

1.1.1 - Extension (not critical): TakenOverBy

ETSI 2016 - TSL HR - PDF/A-1b generator

LIECHTENSTEIN  (LIECHTENSTEIN) - Trusted List ID: Page 20



 

 
TakenOverBy

URI [ en ] http://www.llv.li/#/112176/electronic-signature

TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

1.1.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.1.3 - History instance n.1 - Status: supervisionceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

Service Name

Name [ en ] Liechtenstein Post Advanced CA

Name [ de ] Liechtenstein Post Advanced CA

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Advanced CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI

ETSI 2016 - TSL HR - PDF/A-1b generator

LIECHTENSTEIN  (LIECHTENSTEIN) - Trusted List ID: Page 21



 

 
X509 SK I ByAYmXTB6KvKsLWCPqwl2xVy8nY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionceased

Status Starting Time 2016-06-30T00:00:00Z

1.1.3.1 - Extension (not critical): TakenOverBy

TakenOverBy

URI [ en ] http://www.llv.li/#/112176/electronic-signature

TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

1.1.4 - History instance n.2 - Status: supervisionincessation

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

Service Name

Name [ en ] Liechtenstein Post Advanced CA

Name [ de ] Liechtenstein Post Advanced CA

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Advanced CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI
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X509SKI

X509 SK I ByAYmXTB6KvKsLWCPqwl2xVy8nY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionincessation

Status Starting Time 2012-12-31T23:00:00Z

1.1.4.2 - Extension (not critical): TakenOverBy

TakenOverBy

URI [ en ] http://www.llv.li/#/112176/electronic-signature

TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

1.1.5 - History instance n.3 - Status: supervisionincessation

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

Service Name

Name [ en ] Liechtenstein Post Advanced CA (1st certificate)

Name [ de ] Liechtenstein Post Advanced CA (1. Zertifikat)

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Advanced CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG
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Subject  C: LI

X509SKI

X509 SK I ByAYmXTB6KvKsLWCPqwl2xVy8nY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionincessation

Status Starting Time 2012-12-31T23:00:00Z

1.1.6 - History instance n.4 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

Service Name

Name [ en ] Liechtenstein Post Advanced CA (1st certificate)

Name [ de ] Liechtenstein Post Advanced CA (1. Zertifikat)

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Advanced CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI

X509 SK I ByAYmXTB6KvKsLWCPqwl2xVy8nY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2008-06-22T22:00:00Z

1.2 - Service  (withdrawn): Liechtenstein Post Qualified CA

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.
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Service Name

Name [ en ] Liechtenstein Post Qualified CA

Name [ de ] Liechtenstein Post Qualified CA

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1109381800

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: QuoVadis Root Certification Authority

Issuer  OU: Root Certification Authority

Issuer  O: QuoVadis Limited

Issuer  C: BM

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

Valid from: Tue Apr 01 19:00:16 CEST 2008

Valid to: Sun Apr 01 18:59:55 CEST 2018

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9B:A3:D6:2C:22:3C:7F:D7:5D:37:74:F1:C4:DA:85:78:96:E0:C0:B5:14:19:69:D2:DD:8A:B2:6F:3A:0E:E0:78:75:9E:
B3:71:F0:68:01:CF:F4:9D:E4:11:17:D6:E3:D4:C9:F7:11:08:ED:F7:A6:6A:30:67:9D:A4:DF:EC:94:81:D6:90:A4:89:28:EF:1A:30:DD:8A:C1:45:86:66:B0:4E:5D:35:5B:93:37:58:73:8B:C1:85:B8:39:6A:19:66:E2:DA:C6:C7:1
A:65:D4:F7:0D:F6:EC:41:71:8C:D1:10:A3:4F:8A:13:07:59:E5:70:DA:4C:EC:C8:4B:D3:41:ED:82:62:CA:2F:85:CC:00:FB:28:FF:DD:EE:92:08:06:03:B7:BF:80:6C:BC:E4:BA:56:AB:92:FA:D7:45:EE:48:2A:98:1B:AA:17:2
4:07:4B:63:6E:39:24:2E:2E:21:C4:3A:83:7C:EC:58:9C:9A:9C:8D:62:F9:5A:1A:E6:4F:8E:D7:1F:D6:6B:82:13:EB:C4:A7:F0:CC:DE:52:D4:1F:AD:D6:8D:44:29:A8:5E:D5:A4:E1:34:32:09:A0:A3:49:40:C2:AB:6F:B7:5B:5D:
7E:32:62:89:D8:2E:C8:DE:C3:06:8D:95:D0:7B:1D:04:6D:31:29:E8:E1:45:5D:AE:EA:68:0B:C5:02:03:01:00:01

Basic Constraints IsCA: true
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 Authority Info Access http://ocsp.quovadisglobal.com

QCStatements - crit. = false id_etsi_qcs_QcCompliance

Certificate Policies Policy OID: 1.3.6.1.4.1.8024.0.1

CPS text: [Reliance on the QuoVadis Root Certificate by any party assumes acceptance of the
QuoVadis Certificate Policy/Certification Practice Statement.]

CPS pointer: http://www.quovadisglobal.com/cps

Authority Key Identifier 8B:4B:6D:ED:D3:29:B9:06:19:EC:39:39:A9:F0:97:84:6A:CB:EF:DF

Subject Key Identifier FB:1B:90:93:FD:98:DA:7F:92:6A:1A:46:26:36:D1:F3:8F:87:00:E0

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: A0:F6:EA:5D:52:37:A8:42:4D:1F:AC:BB:47:D0:FD:86:0A:14:9E:3C:CF:8C:40:33:C2:6A:3C:0A:5
F:5E:87:C9

X509SubjectName

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2016-06-30T22:00:00Z

Scheme Service Definition URI

URI [ en ] http://www.llv.li/#/112176/electronic-signature

URI [ de ] http://www.llv.li/#/1823/elektronische-signatur

1.2.1 - Extension (not critical): TakenOverBy

TakenOverBy

URI [ en ] http://www.llv.li/#/112176/electronic-signature
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TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

1.2.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

1.2.3 - History instance n.1 - Status: supervisionceased

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] Liechtenstein Post Qualified CA

Name [ de ] Liechtenstein Post Qualified CA

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI

X509 SK I +xuQk/2Y2n+SahpGJjbR84+HAOA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionceased
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Status Starting Time 2016-06-30T00:00:00Z

1.2.3.1 - Extension (not critical): TakenOverBy

TakenOverBy

URI [ en ] http://www.llv.li/#/112176/electronic-signature

TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

1.2.4 - History instance n.2 - Status: supervisionincessation

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] Liechtenstein Post Qualified CA

Name [ de ] Liechtenstein Post Qualified CA

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI

X509 SK I +xuQk/2Y2n+SahpGJjbR84+HAOA=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionincessation

Status Starting Time 2012-12-31T23:00:02Z

1.2.4.2 - Extension (not critical): TakenOverBy

TakenOverBy

URI [ en ] http://www.llv.li/#/112176/electronic-signature

TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

1.2.5 - History instance n.3 - Status: supervisionincessation

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] Liechtenstein Post Qualified CA

Name [ de ] Liechtenstein Post Qualified CA

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI
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X509 SK I +xuQk/2Y2n+SahpGJjbR84+HAOA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/supervisionincessation

Status Starting Time 2012-12-31T23:00:02Z

1.2.6 - History instance n.4 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] Liechtenstein Post Qualified CA

Name [ de ] Liechtenstein Post Qualified CA

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI

X509 SK I +xuQk/2Y2n+SahpGJjbR84+HAOA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-12-31T23:00:01Z

1.2.7 - History instance n.5 - Status: accreditationrevoked

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] Liechtenstein Post Qualified CA

Name [ de ] Liechtenstein Post Qualified CA

Service digital identities
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 X509SubjectName

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI

X509 SK I +xuQk/2Y2n+SahpGJjbR84+HAOA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accreditationrevoked

Status Starting Time 2012-12-31T23:00:00Z

1.2.8 - History instance n.6 - Status: accredited

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] Liechtenstein Post Qualified CA

Name [ de ] Liechtenstein Post Qualified CA

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI

X509 SK I +xuQk/2Y2n+SahpGJjbR84+HAOA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Status Starting Time 2009-09-14T22:00:00Z
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1.2.9 - History instance n.7 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] Liechtenstein Post Qualified CA

Name [ de ] Liechtenstein Post Qualified CA

Service digital identities

X509SubjectName

Subject  CN: Liechtenstein Post Qualified CA

Subject  OU: Issuing Certification Authority

Subject  O: Liechtensteinische Post AG

Subject  C: LI

X509SKI

X509 SK I +xuQk/2Y2n+SahpGJjbR84+HAOA=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2008-06-22T22:00:00Z
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 2 - TSP: FLZ-Anstalt

TSP Name

Name [ en ] FLZ-Anstalt

Name [ de ] FLZ-Anstalt

TSP Trade Name

Name [ en ] NTRLI-FL-0002.292.302-7

PostalAddress

Street Address [ en ] Wirtschaftspark 25

Locality [ en ] Eschen

Postal Code [ en ] 9492

Country Name [ en ] LI

PostalAddress

Street Address [ de ] Wirtschaftspark 25

Locality [ de ] Eschen

Postal Code [ de ] 9492

Country Name [ de ] LI

ElectronicAddress

URI [ en ] mailto:office@flz.li

URI [ en ] http://www.flz.li/FLZ/CompanyProfile.aspx

URI [ de ] http://www.flz.li/

TSP Information URI

URI [ en ] http://www.flz.li/FLZ/CompanyProfile.aspx

URI [ de ] http://www.flz.li/docs/

2.1 - Service  (withdrawn): lisign-qualified-01
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Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] lisign-qualified-01

Name [ de ] lisign-qualified-01

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1330717

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: A-Trust-Qual-03

Issuer  OU: A-Trust-Qual-03

Issuer  O: A-Trust Ges. f. Sicherheitssysteme im elektr. Datenverkehr GmbH

Issuer  C: AT

Subject  CN: lisign-qualified-01

Subject  OU: lisign-qualified-01

Subject  O: FLZ-Anstalt

Subject  C: LI

Valid from: Tue Jul 01 13:41:50 CEST 2014

Valid to: Mon Jul 01 11:41:50 CEST 2024

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BF:B4:18:1D:CA:4D:C4:73:4F:F8:E8:61:D1:01:1C:05:AC:8F:25:80:04:F4:45:05:20:F9:51:67:B0:B7:27:06:DD:0D:8
B:8A:A3:48:7B:F6:C8:CF:50:C7:BC:60:98:E4:16:FB:49:02:0C:A0:A9:28:E3:FD:16:BC:48:3F:46:5D:55:27:48:21:BD:01:A1:B9:6B:D0:36:F5:A1:1B:91:BC:A9:D1:D3:85:76:95:12:18:BB:9A:6E:DB:98:A0:80:24:54:90:9D:D
F:32:6A:CC:55:85:C6:33:F6:FA:AC:D0:30:07:97:6B:2A:53:88:15:E0:0E:F1:86:8D:85:4C:F6:4C:A9:4B:36:88:F8:8F:66:2B:CF:36:FD:BE:A3:62:2B:25:82:6C:AA:DC:CF:55:C6:C2:A3:79:79:86:58:A6:BF:84:BA:A5:14:DB:
ED:E5:2B:20:26:51:95:96:B7:79:3E:AC:58:14:DC:F0:E7:DF:E7:7D:B0:68:F0:DD:B8:61:7A:CF:F3:BF:AF:CA:40:EB:5C:7D:0A:B2:1A:BC:30:05:E0:6A:7C:1A:E1:A2:F9:F7:CF:C4:14:EC:1C:D7:8E:5C:A0:58:47:CA:27:FE
:59:51:E3:43:29:A3:83:14:33:EE:FF:3F:D2:F6:ED:69:AB:BD:19:A3:74:A6:66:52:09:E6:12:27:02:03:01:00:01
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Basic Constraints IsCA: true

Subject Key Identifier 48:6C:B6:D9:FC:2E:88:ED

Authority Key Identifier 46:06:DF:37:F2:C2:37:10

CRL Distribution Points ldap://ldap.a-trust.at/ou=A-Trust-Qual-03,o=A-
Trust,c=AT?certificaterevocationlist?base?objectclass=eidCertificationAuthority

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: FB:72:FB:18:BA:13:4F:98:19:55:22:FC:BF:0B:85:BD:CE:0E:32:85:04:D7:9F:D2:94:C9:8B:56:63:
56:1D:EE

X509SubjectName

Subject  CN: lisign-qualified-01

Subject  OU: lisign-qualified-01

Subject  O: FLZ-Anstalt

Subject  C: LI

X509SKI

X509 SK I SGy22fwuiO0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2022-04-25T08:00:00Z

2.1.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

2.1.2 - Extension (not critical): TakenOverBy

TakenOverBy

URI [ en ] https://www.flz.li/
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TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

2.1.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] lisign-qualified-01

Name [ de ] lisign-qualified-01

Service digital identities

X509SubjectName

Subject  CN: lisign-qualified-01

Subject  OU: lisign-qualified-01

Subject  O: FLZ-Anstalt

Subject  C: LI

X509SKI

X509 SK I SGy22fwuiO0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2019-07-15T22:00:00Z

2.1.3.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation
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URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

2.1.4 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] lisign-qualified-01

Name [ de ] lisign-qualified-01

Service digital identities

X509SubjectName

Subject  CN: lisign-qualified-01

Subject  OU: lisign-qualified-01

Subject  O: FLZ-Anstalt

Subject  C: LI

X509SKI

X509 SK I SGy22fwuiO0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

2.1.4.2 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

2.1.5 - History instance n.3 - Status: accredited

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] lisign-qualified-01

Name [ de ] lisign-qualified-01
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 Service digital identities

X509SubjectName

Subject  CN: lisign-qualified-01

Subject  OU: lisign-qualified-01

Subject  O: FLZ-Anstalt

Subject  C: LI

X509SKI

X509 SK I SGy22fwuiO0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Status Starting Time 2009-09-14T22:00:00Z

2.1.6 - History instance n.4 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] lisign-qualified-01

Name [ de ] lisign-qualified-01

Service digital identities

X509SubjectName

Subject  CN: lisign-qualified-01

Subject  OU: lisign-qualified-01

Subject  O: FLZ-Anstalt

Subject  C: LI

X509SKI

X509 SK I SGy22fwuiO0=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2008-08-25T22:00:00Z
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2.2 - Service  (withdrawn): lisign-qualified-05

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] lisign-qualified-05

Name [ de ] lisign-qualified-05

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1035742

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: A-Trust-Root-05

Issuer  OU: A-Trust-Root-05

Issuer  O: A-Trust Ges. f. Sicherheitssysteme im elektr. Datenverkehr GmbH

Issuer  C: AT

Subject  CN: lisign-qualified-05

Subject  OU: lisign-qualified-05

Subject  O: FLZ-Anstalt

Subject  C: LI
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 Valid from: Mon Sep 23 15:52:45 CEST 2013

Valid to: Wed Sep 20 13:52:45 CEST 2023

Public Key: 30:82:02:20:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0D:00:30:82:02:08:02:82:02:01:00:88:C2:FE:25:F8:CC:1D:DB:B1:C5:5A:FF:D1:0F:DF:07:10:C2:7C:CC:E1:D7:14:D2:36:1E:B3:66:56:0D:E6:E5:18:D5
:19:96:F0:72:01:3C:94:75:FC:5E:1D:90:1A:F7:D0:C2:29:1A:22:21:2D:D5:F1:36:23:FF:BF:22:F3:7F:D3:97:7F:5F:54:B3:FD:49:2A:25:4E:D0:01:2B:F9:EC:EE:04:BB:D2:F4:DD:0D:87:B3:19:5C:64:41:E9:51:CE:C3:30:9E:9
F:51:EB:B5:16:FA:C0:16:9B:EB:B6:91:5A:18:95:6D:9E:F6:B9:F3:F4:70:DA:F2:97:3B:A8:D1:81:1C:D9:B4:1B:D7:5E:4C:F8:46:BE:48:6A:23:E2:3A:F1:B7:BB:E8:BE:49:94:BF:92:D2:2E:23:D1:03:97:97:8D:BA:BF:0F:7E:
9D:8E:6F:CF:C2:63:A1:C1:2E:77:29:9A:16:D4:05:DB:67:13:82:56:EE:D5:4E:D0:FE:C9:1B:19:CF:0C:55:DE:EA:A8:C6:55:1E:BC:67:AD:00:88:86:1B:D6:15:9D:FA:5A:0C:3E:16:EB:FB:7B:71:6F:FE:48:71:98:AF:57:86:66
:1F:A6:3B:AE:B7:AE:DC:38:6D:AC:8E:50:77:65:67:DB:9A:AA:C4:94:4C:79:9F:E3:06:0F:27:2A:DD:BC:46:4F:B4:05:8E:61:28:5D:79:72:60:DE:45:70:6D:48:09:5B:19:C9:1F:36:B9:09:2C:53:12:12:26:60:85:7A:30:3A:4D:
C5:51:44:78:5D:4D:1F:3B:C9:50:98:FC:AB:2D:87:3D:37:BD:64:F2:11:82:51:A5:59:4E:49:02:92:68:D6:42:D2:02:B0:E6:D2:1C:65:54:5C:01:ED:E4:1C:FB:6F:75:87:9E:7B:26:42:40:56:54:13:94:7F:D6:EA:68:D4:D5:CB:1C:
88:F8:74:0C:17:89:DA:B3:81:1A:51:7E:49:E2:41:D0:65:54:D4:33:22:E0:D8:8F:B8:5F:5B:B5:0D:A5:BA:98:F9:41:3B:1B:01:42:F2:81:A8:21:38:E0:10:83:25:D6:0F:AD:8C:AB:FB:DA:81:AD:35:C2:5D:7B:1B:32:04:D0:C7:
A1:DA:88:14:25:7F:F4:B8:BF:ED:37:C5:50:C5:78:FD:CE:4C:CE:8A:A5:F7:C0:0F:96:0E:E0:53:BF:5E:3E:3F:12:04:3D:32:04:11:94:CB:EB:72:A9:09:C4:BD:39:BA:EE:A2:04:F8:13:1D:CE:73:E3:F2:7A:7F:DD:5B:57:C6:0
D:38:22:22:72:3F:8A:36:AC:D0:C1:B3:FF:AA:F8:20:B0:7D:49:B8:EE:93:11:02:01:03

CRL Distribution Points http://crl.a-trust.at/crl/A-Trust-Root-05

Authority Key Identifier 40:F9:B9:67:BE:03:D2:08

Basic Constraints IsCA: true

Subject Key Identifier 46:5A:B4:DF:80:D5:AE:D4

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: CE:6D:26:14:4C:69:D8:92:F2:02:5A:B0:47:A0:D8:88:D8:2E:0E:A7:73:8C:95:BC:0F:84:77:C6:87:
76:61:1F

X509SubjectName

Subject  CN: lisign-qualified-05

Subject  OU: lisign-qualified-05

Subject  O: FLZ-Anstalt

Subject  C: LI

X509SKI

X509 SK I Rlq034DVrtQ=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2022-04-25T08:00:00Z

2.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures
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2.2.2 - Extension (not critical): TakenOverBy

TakenOverBy

URI [ en ] https://www.flz.li/

TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

2.2.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] lisign-qualified-05

Name [ de ] lisign-qualified-05

Service digital identities

X509SubjectName

Subject  CN: lisign-qualified-05

Subject  OU: lisign-qualified-05

Subject  O: FLZ-Anstalt

Subject  C: LI

X509SKI

X509 SK I Rlq034DVrtQ=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2019-01-22T23:00:00Z
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2.2.3.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

2.3 - Service  (withdrawn): lisign-qualified-mobile-07

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] lisign-qualified-mobile-07

Name [ de ] lisign-qualified-mobile-07

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1627347897

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: A-Trust-Root-07

Issuer  OU: A-Trust-Root-07

Issuer  O: A-Trust Ges. f. Sicherheitssysteme im elektr. Datenverkehr GmbH

Issuer  C: AT
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Subject  CN: lisign-qualified-mobile-07

Subject  OU: lisign-qualified-mobile-07

Subject  O: FLZ-Anstalt

Subject  C: LI

Valid from: Tue Jun 26 17:05:17 CEST 2018

Valid to: Thu Jun 26 15:05:17 CEST 2036

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:A0:64:34:98:78:44:D0:21:DF:3A:BB:0D:FD:91:DD:5C:6A:A0:AC:3A:5D:94:47:CF:E3:ED:BA:93:13:FC:F6:D7:56:
E2:7C:F9:8C:E0:1E:82:57:01:39:3F:21:F0:BD:0C:9D:6E:F2:AB:69:87:78:A7:01:0E:54:B0:7A:24:FC:E0:A0:E8:D6:71:30:48:EE:C0:40:90:45:B0:F2:6A:C0:2A:C0:9E:F2:A0:D6:C0:22:64:C7:5F:52:5A:6B:B2:DA:95:F2:42:A
9:7C:49:03:AE:18:72:72:E9:F3:AC:D8:66:56:F7:8B:7A:4E:E8:09:41:FF:C5:1E:2F:36:73:D5:90:AA:BF:A3:41:75:3F:75:0B:9E:37:93:D0:FC:F2:F1:45:7A:CE:F9:A1:4E:61:65:DE:CF:F2:B2:6F:2C:17:E8:23:D8:88:A6:07:C5:
A8:13:63:10:4B:A2:09:EC:6C:56:35:3B:DC:B4:B1:13:98:C6:97:22:1C:A9:5E:E7:56:DB:67:A7:33:4C:35:C6:F9:34:F2:04:D3:76:D8:24:FB:2D:84:64:1D:FA:0F:84:60:BD:2B:72:95:63:2D:EE:7A:FC:A3:05:25:1F:CB:2C:3E:
C4:07:E6:C1:B3:44:61:CC:E3:5B:FE:29:EC:C2:A4:4E:DA:81:E6:AC:8F:EB:01:78:A5:C6:C2:85:35:F3:28:DD:8E:38:8B:F3:EF:37:91:01:0C:E1:7F:6E:F3:8B:CA:47:86:CF:93:1B:9E:26:F0:19:4F:C7:1F:8A:F9:24:96:C0:0D:
EB:86:85:48:06:8E:7B:2B:53:59:E7:D3:53:14:3E:5A:1F:D2:D1:F7:FD:A3:E4:61:D5:C2:E9:56:78:C8:4A:C3:09:BD:6C:ED:07:C8:C7:FF:20:5E:19:A3:E7:00:6A:BD:A3:54:DD:E4:62:1B:39:E1:E5:34:B3:32:9C:76:07:F4:1A:
05:E1:49:E4:EA:72:3C:BC:45:49:A7:88:98:4C:FE:10:7A:EC:6A:F2:66:6B:22:18:F1:06:23:63:15:62:88:3F:84:3C:ED:A8:D8:67:80:11:B7:D0:19:AE:CD:AC:95:B3:8D:FA:59:96:3F:B9:D5:69:75:ED:21:5C:C9:4A:D7:5B:FE:
BF:28:4B:21:94:7D:9C:DC:E0:19:6F:4F:BF:27:A2:CF:7F:0B:36:92:6B:1B:C5:66:2C:21:4A:75:32:B5:4E:92:C4:87:52:01:C0:E8:8A:AC:8F:4F:C3:B7:8F:5D:D2:27:B6:E5:E8:21:3E:9B:13:EF:E0:EA:92:41:83:3F:CC:68:D9:6
8:A3:B4:04:1C:B7:C5:62:06:FD:F0:59:F5:62:AD:22:CD:35:6A:B1:F3:A6:61:02:03:01:00:01

Authority Key Identifier 44:C0:11:AD:53:27:87:F4

Subject Key Identifier 47:21:36:31:72:64:A2:24

Basic Constraints IsCA: true

CRL Distribution Points http://crl.a-trust.at/crl/A-Trust-Root-07

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 49:7B:75:88:61:57:7F:6D:97:BD:75:72:57:2C:81:79:5A:D6:A7:9F:B5:3B:BA:AE:90:63:9C:0E:89:
10:95:BF

X509SubjectName

Subject  CN: lisign-qualified-mobile-07

Subject  OU: lisign-qualified-mobile-07

Subject  O: FLZ-Anstalt

Subject  C: LI

X509SKI

X509 SK I RyE2MXJkoiQ=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2022-04-25T08:00:00Z
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2.3.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

2.3.2 - Extension (not critical): TakenOverBy

TakenOverBy

URI [ en ] https://www.flz.li/

TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Operator Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

Scheme Territory LI

2.3.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] lisign-qualified-mobile-07

Name [ de ] lisign-qualified-mobile-07

Service digital identities

X509SubjectName

Subject  CN: lisign-qualified-mobile-07

Subject  OU: lisign-qualified-mobile-07

Subject  O: FLZ-Anstalt

Subject  C: LI

ETSI 2016 - TSL HR - PDF/A-1b generator

LIECHTENSTEIN  (LIECHTENSTEIN) - Trusted List ID: Page 44



 X509SKI

X509 SK I RyE2MXJkoiQ=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2019-02-12T23:00:00Z

2.3.3.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures
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3 - TSP: Office for Communications

TSP Name

Name [ en ] Office for Communications

Name [ de ] Amt für Kommunikation

TSP Trade Name

Name [ en ] NTRLI-AK-1

PostalAddress

Street Address [ en ] Äulestrasse 51

Locality [ en ] Vaduz

Postal Code [ en ] 9490

Country Name [ en ] LI

PostalAddress

Street Address [ de ] Äulestrasse 51

Locality [ de ] Vaduz

Postal Code [ de ] 9490

Country Name [ de ] LI

ElectronicAddress

URI [ en ] mailto:info.ak@llv.li

URI [ en ] http://www.llv.li/#/1833/english-information

URI [ de ] http://www.llv.li/#/11109/amt-fur-kommunikation

TSP Information URI

URI [ en ] http://www.llv.li/#/12063/trusted-list-of-supervisedaccredited-certification-service-providers

URI [ de ] http://www.llv.li/#/12296/vertrauenswurdige-liste-der-beaufsichtigten-bzw-akkreditierten-
zertifizierungsdiensteanbieter

3.1 - Service  (recognisedatnationallevel): Trusted List CA 1
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Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

Service type description [en] A certificate generation service creating and signing non-qualified public key certificates based on the identity and other
attributes verified by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung nicht qualifizierte Zertifikate für öffentliche Schlüssel auf
der Grundlage der Identität und andere Attribute von den zuständigen Registrierungsdienste überprüft.

Service Name

Name [ en ] Trusted List CA 1

Name [ de ] Vertrauenswürdige Liste CA 1

Service digital identities

Certificate fields details

Version: 3

Serial Number: 15335910237407859090

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: Trusted List CA 1

Issuer  O: Amt für Kommunikation

Issuer  C: LI

Subject  CN: Trusted List CA 1

Subject  O: Amt für Kommunikation

Subject  C: LI

Valid from: Fri Feb 07 14:56:34 CET 2014

Valid to: Thu Feb 07 14:56:34 CET 2019

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AA:07:97:3A:99:D0:ED:29:FE:0C:14:82:C8:23:73:BF:FA:21:70:CD:57:2E:2B:7B:D1:75:F8:6C:95:5A:A4:6A:47:3A:
3C:11:89:A5:A0:29:CF:93:07:10:F0:17:BD:10:9A:E5:77:39:EE:C6:C0:37:3E:AD:55:26:7D:10:1D:1F:F5:EC:E5:DB:7A:67:CE:FC:CD:13:46:58:52:B3:FF:7B:A0:9C:49:1F:3B:DE:A9:29:DB:17:D5:7A:CD:68:C3:F8:76:2B:F
5:9F:F7:19:95:C9:FC:88:D1:8B:78:E7:32:27:6D:72:87:41:55:3B:57:F7:98:45:71:A8:90:33:D7:53:C5:CF:99:35:3A:C8:47:CB:DA:A7:61:FF:82:BD:A4:C6:00:07:44:82:4A:7C:37:24:50:DF:49:3F:3C:31:AD:10:FE:EA:83:C9:7
8:68:8A:F2:68:79:7C:A9:F3:B6:8E:4B:E2:2C:57:EB:6E:DB:06:E1:DA:E6:E1:C6:C3:BA:B9:B8:3B:65:AA:18:B9:30:24:47:D7:66:C7:4F:D3:58:B4:13:28:AC:29:38:8B:5C:7A:BC:BF:2A:8A:AA:A7:CF:9F:0A:C5:DC:99:0F:8
2:A1:BB:90:4B:57:FD:13:89:77:66:E9:EA:AC:31:D7:76:5C:F0:CE:53:5B:C4:C4:D8:86:8A:1D:02:03:01:00:01

Subject Key Identifier FD:63:6D:99:3A:3C:A2:FC:40:1F:C3:16:AE:AC:57:2B:90:24:54:AA

Certificate Policies Policy OID: 2.16.438.10.10.0.0.1.1.0
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Basic Constraints IsCA: true

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 0F:D3:C9:61:07:D2:22:26:03:E6:90:7C:A2:90:30:2D:A3:01:7A:2C:44:24:AE:BB:F1:9B:2A:B1:74:
3E:D5:30

X509SubjectName

Subject  CN: Trusted List CA 1

Subject  O: Amt für Kommunikation

Subject  C: LI

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2016-06-30T22:00:00Z

3.1.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals

3.1.2 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

Service Name

Name [ en ] Trusted List CA 1

Name [ de ] Vertrauenswürdige Liste CA 1

Service digital identities

X509SubjectName

Subject  CN: Trusted List CA 1

Subject  O: Amt für Kommunikation

Subject  C: LI
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 X509SKI

X509 SK I /WNtmTo8ovxAH8MWrqxXK5AkVKo=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-02-07T13:56:34Z

3.2 - Service  (recognisedatnationallevel): Trusted List CA 2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

Service type description [en] A certificate generation service creating and signing non-qualified public key certificates based on the identity and other
attributes verified by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung nicht qualifizierte Zertifikate für öffentliche Schlüssel auf
der Grundlage der Identität und andere Attribute von den zuständigen Registrierungsdienste überprüft.

Service Name

Name [ en ] Trusted List CA 2

Name [ de ] Vertrauensliste CA 2

Service digital identities

Certificate fields details

Version: 3

Serial Number: 10345557126078352986

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: Trusted List CA 2

Issuer  O: Amt für Kommunikation

Issuer  C: LI

Subject  CN: Trusted List CA 2

ETSI 2016 - TSL HR - PDF/A-1b generator

LIECHTENSTEIN  (LIECHTENSTEIN) - Trusted List ID: Page 49



 Subject  O: Amt für Kommunikation

Subject  C: LI

Valid from: Thu Feb 02 14:40:12 CET 2017

Valid to: Tue Feb 02 14:40:12 CET 2027

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:97:B0:9C:04:9F:CD:2F:D7:77:6D:E0:BC:6D:47:31:F3:64:D2:39:71:66:7A:2A:03:A8:74:27:84:7D:E5:20:D8:01:09:1F
:11:EE:B8:34:DF:24:D1:EA:45:19:48:3F:5E:FF:54:76:24:FD:48:A7:FD:64:98:27:7C:8C:74:BF:61:8F:BB:B9:39:A5:43:E6:2D:E5:27:A9:3C:91:F1:45:50:8D:76:04:D7:71:5E:82:8D:12:C9:78:47:3A:A7:98:58:B4:6F:4F:49:4F:
80:A5:DA:1D:FB:BA:9D:66:B7:27:FC:2E:91:1D:84:C5:B3:5C:80:B3:1A:BF:E3:A9:96:7B:DA:07:92:92:19:3B:D4:2A:62:2C:2F:74:56:12:BE:38:15:3B:D4:4C:11:F5:32:0F:C0:DA:16:60:40:EF:6C:C3:0A:06:23:66:61:88:69:7
9:BC:CE:D4:F4:57:C6:F8:E7:D8:8E:83:46:16:B1:F8:0F:21:FB:5B:C0:E9:36:25:E4:D1:6B:FA:E3:10:81:F4:BF:59:2B:A2:B3:87:4B:E5:EE:5E:5C:99:8A:90:6B:EE:B6:D6:89:1E:5C:8F:14:69:57:DC:C0:09:42:3A:1A:A8:D1:0
3:FC:34:86:D8:04:4D:BC:BA:AD:72:BB:A9:F6:8A:95:79:59:A5:FC:57:C6:72:5B:50:12:84:B6:86:4E:BF:F7:69:8A:31:82:5F:56:9E:B5:FD:AC:9D:37:95:20:59:25:BB:34:B8:47:3D:BA:47:7A:B6:89:9A:C6:92:76:64:26:61:0D
:A9:54:8C:03:1F:1B:49:BF:FF:AA:19:CC:05:A5:76:51:47:F0:D9:15:72:6A:61:15:BA:54:23:D8:8A:11:B7:94:D9:A6:17:A2:77:EC:75:29:F3:35:04:18:1B:92:CC:3F:EE:5C:19:3D:67:C3:23:0C:D4:E0:AB:C6:FE:CB:05:17:1A:
F7:EF:A6:A6:DA:0D:34:3A:88:7E:CB:57:41:E4:5D:90:94:52:43:C9:DE:A5:49:D4:EC:B3:D1:80:1D:43:D0:CA:DE:51:C3:B1:31:B9:2E:40:8A:A4:DE:E1:33:A3:93:C5:25:F6:C5:61:90:73:39:50:77:02:D8:08:04:FF:DF:69:6D:
95:C5:51:00:46:AA:55:3B:57:A4:0D:52:7A:91:70:80:0D:8C:45:18:80:FF:E4:23:C7:EE:A4:B0:F2:24:35:55:C0:31:3A:53:22:67:2E:A2:6D:84:0D:1D:8A:96:85:1E:C6:7D:B7:77:C2:EA:4C:81:5D:04:96:F8:BE:12:3D:FF:53:30:
63:32:0E:0C:47:B2:E1:3D:10:22:41:37:90:5B:BE:83:66:3D:A7:02:03:01:00:01

Subject Key Identifier C6:DA:65:E6:E7:92:7D:D9:FC:10:95:94:3B:F6:26:F5:D8:64:86:71

Basic Constraints IsCA: true

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: A8:EB:0C:45:EE:66:9B:55:07:8B:36:AA:6E:28:C1:A7:10:D9:58:2B:AF:F5:AD:32:09:E7:25:7B:5
A:AF:DE:0F

X509SubjectName

Subject  CN: Trusted List CA 2

Subject  O: Amt für Kommunikation

Subject  C: LI

X509SKI

X509 SK I xtpl5ueSfdn8EJWUO/Ym9dhkhnE=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2017-02-01T23:00:00Z

3.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSeals
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 4 - TSP: SwissSign AG

TSP Name

Name [ en ] SwissSign AG

Name [ de ] SwissSign AG

TSP Trade Name

Name [ en ] NTRLI-FL-0002.523.017-8

PostalAddress

Street Address [ en ] Meierhofstrasse 5

Locality [ en ] Vaduz

Postal Code [ en ] 9490

Country Name [ en ] LI

PostalAddress

Street Address [ de ] Meierhofstrasse 5

Locality [ de ] Vaduz

Postal Code [ de ] 9490

Country Name [ de ] LI

ElectronicAddress

URI [ en ] mailto:helpdesk@swisssign.com

URI [ en ] https://www.swisssign.com/en/li/

URI [ de ] https://www.swisssign.com/de/li/

TSP Information URI

URI [ en ] https://repository.swisssign.com/en

URI [ de ] https://repository.swisssign.com/de

4.1 - Service  (withdrawn): SwissSign LI Qualified Platinum CA 2016 - G22
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Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name

Name [ en ] SwissSign LI Qualified Platinum CA 2016 - G22

Name [ de ] SwissSign LI Qualified Platinum CA 2016 - G22

Service digital identities

Certificate fields details

Version: 3

Serial Number: 380440171550666301000333788822724237

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: SwissSign Platinum CA - G2

Issuer  O: SwissSign AG

Issuer  C: CH

Subject  CN: SwissSign LI Qualified Platinum CA 2016 - G22

Subject  O: SwissSign AG

Subject  C: LI

Valid from: Wed Jun 15 10:04:15 CEST 2016

Valid to: Sat Oct 25 10:36:00 CEST 2036

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B2:A0:05:55:F0:1D:1B:27:8D:31:2D:2A:81:2C:F4:03:3B:EF:D5:54:F5:46:CA:B7:44:A0:23:D6:55:51:12:D9:13:01:7
0:8A:E7:A5:D8:CD:79:17:DA:F5:24:02:DD:36:3E:2F:3E:D3:0B:D4:D0:25:19:91:CB:9E:54:CD:FE:7D:0C:6B:13:7E:9E:4B:CD:2E:D4:46:E7:7C:EE:AB:E5:DF:AE:AE:F4:68:85:9B:F8:3D:3B:2C:D7:44:D0:DF:69:D3:99:25:
04:21:2F:E6:F3:6F:32:AA:EF:1B:58:37:55:21:D1:44:3D:FB:75:44:C8:0E:19:74:03:19:43:27:23:A4:B5:62:D9:05:04:1C:BF:58:53:25:1B:0C:F7:5D:23:93:61:D8:B1:F0:6B:27:6C:CB:40:0B:B4:E5:36:8B:F4:B9:DD:47:7F:0A:F
4:7B:A7:1B:61:77:F5:43:4F:9F:F9:0F:B4:32:77:F0:64:E9:DF:4B:E9:BB:C7:C0:32:FE:B5:0D:F7:FA:A0:95:AA:BE:E4:E8:6F:2C:DF:23:95:B4:A5:1C:88:92:4F:4E:C8:DD:85:06:CA:2D:69:4F:A0:A3:22:A2:12:BB:77:13:3B:
EB:F3:F9:3B:DF:D0:45:8A:82:B4:3E:84:51:46:F3:5A:04:0D:5D:76:3C:11:B0:E6:90:BA:7B:02:03:01:00:01
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 Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier F0:22:25:E8:52:97:60:24:3E:6E:63:7E:5C:61:F2:1C:81:BF:C7:9E

Authority Key Identifier 50:AF:CC:07:87:15:47:6F:38:C5:B4:65:D1:DE:95:AA:E9:DF:9C:CC

CRL Distribution Points http://crl.swisssign.net/50AFCC078715476F38C5B465D1DE95AAE9DF9CCC

ldap://directory.swisssign.net/CN=50AFCC078715476F38C5B465D1DE95AAE9DF9CCC%2CO=
SwissSign%2CC=CH?certificateRevocationList?base?objectClass=cRLDistributionPoint

Certificate Policies Policy OID: 2.16.756.1.89.1.1.7.1

CPS pointer: http://repository.swisssign.com/SwissSign-LI-Platinum-CP-CPS.pdf

CPS text: [This is a certification authority that issues qualified certificates according to Lichtenstein
digital signature law.]

Authority Info Access http://swisssign.net/cgi-
bin/authority/download/50AFCC078715476F38C5B465D1DE95AAE9DF9CCC

http://platinum-g2.ocsp.swisssign.net/50AFCC078715476F38C5B465D1DE95AAE9DF9CCC

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: B5:A0:0D:95:82:75:6C:4F:AC:C3:4C:C6:4D:F1:B5:97:03:EB:CE:A3:46:A4:4A:54:90:7B:6B:D6:D
2:14:D2:8A

X509SubjectName

Subject  CN: SwissSign LI Qualified Platinum CA 2016 - G22

Subject  O: SwissSign AG

Subject  C: LI

X509SKI

X509 SK I 8CIl6FKXYCQ+bmN+XGHyHIG/x54=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2020-02-04T23:00:00Z

4.1.1 - Extension (critical): additionalServiceInformation
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AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

4.1.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] SwissSign LI Qualified Platinum CA 2016 - G22

Name [ de ] SwissSign LI Qualified Platinum CA 2016 - G22

Service digital identities

X509SubjectName

Subject  CN: SwissSign LI Qualified Platinum CA 2016 - G22

Subject  O: SwissSign AG

Subject  C: LI

X509SKI

X509 SK I 8CIl6FKXYCQ+bmN+XGHyHIG/x54=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-12-07T01:00:00Z

4.1.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

4.2 - Service  (withdrawn): SwissSign LI Platinum Qualified CA 2016 - G3

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

[de] Ein Zertifikat Generation Service Erstellung und Unterzeichnung qualifizierte Zertifikate basierend auf der Identität und
andere Attribute, die von den jeweiligen Registrierungsdienste überprüft.

Service Name
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Name [ en ] SwissSign LI Platinum Qualified CA 2016 - G3

Name [ de ] SwissSign LI Platinum Qualified CA 2016 - G3

Service digital identities

Certificate fields details

Version: 3

Serial Number: 177782839530672782577493721881862041

X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: SwissSign Platinum Root CA - G3

Issuer  O: SwissSign AG

Issuer  C: CH

Subject  CN: SwissSign LI Platinum Qualified CA 2016 - G3

Subject  O: SwissSign AG

Subject  C: LI

Valid from: Wed Jun 15 10:07:34 CEST 2016

Valid to: Thu Jun 12 10:07:34 CEST 2031

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:D5:D5:8B:53:41:C7:AD:8B:4B:8D:33:7A:D5:99:3E:EF:8D:83:B0:49:41:E4:1A:E1:E1:3D:67:C5:1F:06:F2:49:32:E2:
C0:F4:09:EC:DB:B9:BC:D1:D4:4B:C8:50:75:14:B8:9C:9E:AC:FB:A1:47:96:FD:98:AD:12:4B:95:A2:52:FF:9B:77:B3:59:37:83:E7:36:49:4C:CC:68:06:05:EA:8F:29:F6:EB:49:AC:38:30:32:EC:BF:69:3E:E1:1D:81:59:37:0B:
1F:64:E9:9F:77:B9:10:83:F3:6B:F5:F9:26:B6:A4:38:FA:48:E5:4D:42:10:20:29:55:BC:82:77:B0:44:CF:53:39:48:99:6E:72:38:90:5C:04:CC:15:00:77:6F:41:28:C5:AD:5A:20:AE:A0:DC:5A:45:6B:D8:C0:07:AA:84:F2:96:58:2
A:2F:74:F1:A4:5A:D0:D5:AA:BA:1B:1F:FF:E2:06:AE:46:E8:46:7D:FF:10:94:70:95:7F:76:5E:FA:A8:5A:4E:84:17:00:EE:FE:75:E7:0F:0A:D7:C9:A5:57:39:2C:FA:DF:1C:13:97:83:A1:F4:46:1E:57:A6:C6:4B:4D:00:10:55:7
7:64:74:75:7F:E4:5B:DC:67:28:45:A4:7D:00:D0:E4:52:C5:EE:77:AB:E3:34:5B:53:61:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier F0:0E:F5:B6:EA:FB:20:1A:7B:39:19:5B:27:AA:B3:84:B7:28:CC:37

Authority Key Identifier 56:2A:3F:90:58:F4:17:5A:14:B2:D7:08:1B:85:5B:54:6A:54:1A:28
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CRL Distribution Points http://crl.swisssign.net/562A3F9058F4175A14B2D7081B855B546A541A28

ldap://directory.swisssign.net/CN=562A3F9058F4175A14B2D7081B855B546A541A28%2CO=Sw
issSign%2CC=CH?certificateRevocationList?base?objectClass=cRLDistributionPoint

Certificate Policies Policy OID: 2.16.756.1.89.1.1.7.1

CPS pointer: http://repository.swisssign.com/SwissSign-LI-Platinum-CP-CPS.pdf

CPS text: [This is a certification authority that issues qualified certificates according to Lichtenstein
digital signature law.]

Authority Info Access http://swisssign.net/cgi-
bin/authority/download/562A3F9058F4175A14B2D7081B855B546A541A28

http://platinum-g3.ocsp.swisssign.net/562A3F9058F4175A14B2D7081B855B546A541A28

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: A6:B1:9C:96:71:32:10:31:C4:5D:46:C1:49:D9:8A:83:93:AB:B3:7D:C3:37:39:FF:DC:9E:B2:DA:16
:3A:36:5E

X509SubjectName

Subject  CN: SwissSign LI Platinum Qualified CA 2016 - G3

Subject  O: SwissSign AG

Subject  C: LI

X509SKI

X509 SK I 8A71tur7IBp7ORlbJ6qzhLcozDc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [en] undefined.

[de] undefined.

Status Starting Time 2020-02-04T23:00:00Z

4.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures

4.2.2 - History instance n.1 - Status: granted
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 Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [ en ] SwissSign LI Platinum Qualified CA 2016 - G3

Name [ de ] SwissSign LI Platinum Qualified CA 2016 - G3

Service digital identities

X509SubjectName

Subject  CN: SwissSign LI Platinum Qualified CA 2016 - G3

Subject  O: SwissSign AG

Subject  C: LI

X509SKI

X509 SK I 8A71tur7IBp7ORlbJ6qzhLcozDc=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-12-07T01:00:00Z

4.2.2.1 - Extension (critical): additionalServiceInformation

AdditionalServiceInformation

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/ForeSignatures
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5 - Signature node - Id: Signature-a71e67de-1

Signing Time 2023-12-01T07:38:52Z

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 15398576477108276052

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: Trusted List CA 2

Issuer  O: Amt für Kommunikation

Issuer  C: LI

Subject  CN: Trusted List 6

Subject  O: Amt für Kommunikation

Subject  C: LI

Valid from: Fri Jan 08 14:01:00 CET 2021

Valid to: Wed Jan 08 14:01:00 CET 2025

Public Key: 30:82:01:A2:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:8F:00:30:82:01:8A:02:82:01:81:00:BF:98:E9:9A:8B:ED:B8:53:B0:D5:D1:A1:8B:05:BE:BB:9A:CC:45:25:DB:9A:D5:F6:7B:AD:05:A9:DF:A3:CA:15:D
4:9E:70:51:E6:35:8F:4D:20:F6:AA:6E:B7:92:03:2E:8E:94:58:98:37:F3:CE:D3:C4:80:CD:86:96:24:D1:17:4E:7A:0A:B1:5C:DB:7B:49:94:69:AA:AB:EA:52:D5:A2:41:86:AB:BA:14:ED:E9:A4:9A:81:69:1B:A2:9D:EA:0F:96:
EE:5C:01:C2:E1:E4:DB:86:E9:10:B8:04:E5:F4:58:65:49:14:DE:19:61:8F:BD:94:5A:C1:EE:DE:F4:0C:F6:19:A6:23:F7:AC:EC:CC:C2:3C:15:9E:0E:C1:E0:07:E5:F4:49:3D:27:C8:B9:F7:D6:11:74:25:A3:C4:EE:02:D9:87:57:2
6:75:C8:C8:76:9C:58:44:59:A1:A1:5F:00:09:D6:5B:B2:54:4E:C2:BB:01:55:2B:E5:BA:03:E6:CA:F7:13:72:55:28:7C:12:3E:8D:9C:14:31:6B:37:DF:AF:F0:1C:4D:5A:DA:A6:1D:EE:81:4D:D2:8E:B7:61:73:55:9B:A1:F1:AD:
D1:A2:6D:44:C5:96:03:5B:17:E2:35:C3:58:FA:C1:40:21:B1:0A:EB:3E:60:E2:EA:AE:24:FB:FF:08:08:A4:87:1B:DC:12:A9:08:C2:F5:4E:1F:94:38:9D:96:68:EA:F6:E6:E3:AB:63:4B:B4:35:6C:C4:6D:4C:EE:FB:E5:E8:A5:21
:BC:CC:83:85:93:BB:1E:5E:51:8A:33:13:6B:2E:D1:4D:C9:88:48:07:25:CD:D0:49:3F:E9:D6:37:7B:5B:DA:7D:C0:0F:50:1F:98:E6:1A:BF:DA:45:A9:6D:5A:83:54:FF:5E:91:60:92:21:E9:0C:0F:53:70:94:8B:A5:CC:A4:85:01:
ED:76:D9:F8:3C:E4:55:E9:F7:45:9E:F0:EA:7F:2A:BA:61:E8:9A:09:C6:5E:2B:75:D9:63:03:02:03:01:00:01

Authority Key Identifier C6:DA:65:E6:E7:92:7D:D9:FC:10:95:94:3B:F6:26:F5:D8:64:86:71

Subject Key Identifier CD:9A:A2:88:14:2C:83:83:5C:40:93:CA:E9:90:19:FA:A7:E5:FE:D0

Certificate Policies Policy OID: 2.16.438.10.10.0.0.1.1.0

Basic Constraints IsCA: false
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Extended Key Usage id-tsl-kp-tslSigning

CRL Distribution Points https://www.llv.li/files/ak/crl-llv-ak-tlca2.crl

Authority Info Access https://www.llv.li/files/ak/cer-llv-ak-tlca2.cer

Key Usage: digitalSignature

Thumbprint algorithm: SHA-256

Thumbprint: B3:E0:59:9A:9C:60:46:E9:88:A7:2C:7B:04:C3:BE:12:10:04:18:9E:0E:23:0F:09:72:49:65:CB:09:60
:A9:25
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	TSL Scheme Information
	Pointer to other TSL - EUROPEAN UNION


	1.EU TSL - MimeType: application/vnd.etsi.tsl+xml




	1 - TSP: Liechtensteinische Post AG


	1.1 - Service  (deprecatedatnationallevel): Liechtenstein Post Advanced CA


	1.1.1 - Extension (not critical): TakenOverBy


	1.1.2 - Extension (critical): additionalServiceInformation


	1.1.3 - History instance n.1 - Status: supervisionceased


	1.1.3.1 - Extension (not critical): TakenOverBy



	1.1.4 - History instance n.2 - Status: supervisionincessation


	1.1.4.2 - Extension (not critical): TakenOverBy



	1.1.5 - History instance n.3 - Status: supervisionincessation


	1.1.6 - History instance n.4 - Status: undersupervision



	1.2 - Service  (withdrawn): Liechtenstein Post Qualified CA


	1.2.1 - Extension (not critical): TakenOverBy


	1.2.2 - Extension (critical): additionalServiceInformation


	1.2.3 - History instance n.1 - Status: supervisionceased


	1.2.3.1 - Extension (not critical): TakenOverBy



	1.2.4 - History instance n.2 - Status: supervisionincessation


	1.2.4.2 - Extension (not critical): TakenOverBy



	1.2.5 - History instance n.3 - Status: supervisionincessation


	1.2.6 - History instance n.4 - Status: undersupervision


	1.2.7 - History instance n.5 - Status: accreditationrevoked


	1.2.8 - History instance n.6 - Status: accredited


	1.2.9 - History instance n.7 - Status: undersupervision




	2 - TSP: FLZ-Anstalt


	2.1 - Service  (withdrawn): lisign-qualified-01


	2.1.1 - Extension (critical): additionalServiceInformation


	2.1.2 - Extension (not critical): TakenOverBy


	2.1.3 - History instance n.1 - Status: granted


	2.1.3.1 - Extension (critical): additionalServiceInformation



	2.1.4 - History instance n.2 - Status: granted


	2.1.4.2 - Extension (critical): additionalServiceInformation



	2.1.5 - History instance n.3 - Status: accredited


	2.1.6 - History instance n.4 - Status: undersupervision



	2.2 - Service  (withdrawn): lisign-qualified-05


	2.2.1 - Extension (critical): additionalServiceInformation


	2.2.2 - Extension (not critical): TakenOverBy


	2.2.3 - History instance n.1 - Status: granted


	2.2.3.1 - Extension (critical): additionalServiceInformation




	2.3 - Service  (withdrawn): lisign-qualified-mobile-07


	2.3.1 - Extension (critical): additionalServiceInformation


	2.3.2 - Extension (not critical): TakenOverBy


	2.3.3 - History instance n.1 - Status: granted


	2.3.3.1 - Extension (critical): additionalServiceInformation





	3 - TSP: Office for Communications


	3.1 - Service  (recognisedatnationallevel): Trusted List CA 1


	3.1.1 - Extension (critical): additionalServiceInformation


	3.1.2 - History instance n.1 - Status: undersupervision



	3.2 - Service  (recognisedatnationallevel): Trusted List CA 2


	3.2.1 - Extension (critical): additionalServiceInformation




	4 - TSP: SwissSign AG


	4.1 - Service  (withdrawn): SwissSign LI Qualified Platinum CA 2016 - G22


	4.1.1 - Extension (critical): additionalServiceInformation


	4.1.2 - History instance n.1 - Status: granted


	4.1.2.1 - Extension (critical): additionalServiceInformation




	4.2 - Service  (withdrawn): SwissSign LI Platinum Qualified CA 2016 - G3


	4.2.1 - Extension (critical): additionalServiceInformation


	4.2.2 - History instance n.1 - Status: granted


	4.2.2.1 - Extension (critical): additionalServiceInformation





	5 - Signature node - Id: Signature-a71e67de-1



